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Definitions for TDMHSAS HIPAA Policies and Procedures. Additional
definitions possibly relevant to these policies and procedures can be found at 45 CFR
§§160.103, 164.103, 164.304, 164.402, 164.501, and T.C.A. §33-1-101. Please check
these statutes to determine the most up-to-date definitions.

1.1:  Adult: A person eighteen (18) years of age or older.
1.2:  Backup: Retrievable exact copy of PHI.

1.3:  Business Associate: A person who on behalf of a covered entity (such as
TDMHSAS or the RMHIs) creates, receives, maintains, or transmits protected
health information for a function or activity regulated by HIPAA, including
claims processing or administration, data analysis, processing, or administration,
utilization review, quality assurance, patient safety activities, billing, benefit
management, practice management, and repricing, or provides consulting, data
aggregation, management, administrative, accreditation, or financial services to or
for such covered entity where the provision of the service involves the disclosure
of protected health information from such covered entity, or from another
business associate of such covered entity. A member of the TDMHSAS or the
RMHI workforce, whether an employee or a volunteer, and who is under the
direct supervision or control of the TDMHSAS or RMHI is not a business
associate.

1.4:  Business Associate Agreement: A contract or other written arrangement designed
to provide satisfactory assurances form the business associate that it will
appropriately safeguard a covered entity’s protected health information in
accordance with HIPAA privacy and security standards.
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1.12:
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Child: A person who is under eighteen (18) years of age or who is reasonably
presumed to be under eighteen (18) years of age.

Conservator/ Co-Conservator: A person or persons appointed by the court to
provide partial or full supervision, protection, and assistance of the person or
property, or both, of a disabled person.

Correctional Institution: Any penal or correctional facility, jail, reformatory,
detention center, work farm, halfway house, or residential community
program center operated by, or under contract to, the United States, a State, a
territory, a political subdivision of a State or territory, or an Indian tribe, for the
confinement or rehabilitation of persons charged with or convicted of a
criminal offense or other persons held in lawful custody. Other persons
held in lawful custody includes juvenile offenders adjudicated delinquent,
aliens detained awaiting deportation, persons committed to mental institutions
through the criminal justice system, witnesses, or others awaiting charges or
trial.

Covered entity: A public or private agency or individual subject to HIPAA’s
privacy rules. Covered entities include health plans, health care clearinghouses,
and health care providers who transmit any health information in electronic form
in connection with a transaction. The TDMHSAS is a covered entity, as are the
RMHIs.

Database Access Administrator: The person designated to set up user access for
new users and remove access when a user’s employment is terminated or when
access is no longer appropriate. For an application, this person would add users to
the application system. For ePHI residing outside an application (such as excel
spreadsheet), this person would be responsible for requesting the appropriate
network security rights from OIT.

Database Access Authorizer: The person designated to approve an individual’s
access to a database or system prior that individual being given access to the ePHI
data.

Database Owner: The person serving as the primary operational contact for a PHI
database. This person is responsible for assuring that all HIPAA (and other
applicable) regulations are accommodated.

Disaster Recovery: The process that enables an entity to restore data and the
systems required to make that data available, in the event of fire, vandalism,
natural disaster, or other system failure in order to return to normal operations.

Electronic Media: any device that can be used to electronically store data,
including memory devices in computers (hard drives), any
removable/transportable digital memory medium suck as diskette, CDROM,
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DVD, magnetic tape or disk, optical disk, memory stick, flash drive, zip drive,
digital memory card, etc., or transmission media used to exchange information
already in electronic storage media such as internet, intranet, etc.

Emergency Mode Operation: The process that enables an entity to continue
critical business functions in the event of ePHI data loss or system failure.

Guardian/Co-Guardian (of a Minor Child): A person or persons appointed by
the court to provide partial or full supervision, protection, and assistance of the
person or property, or both, of a minor.

Guardian ad litem: A person meeting the qualifications set forth in Tenn.
Code Ann. §34-1-107(c) [generally a lawyer licensed to practice in
Tennessee] appointed by the court to represent the respondent (a minor or a
person alleged to be a disabled person for whom a guardian/co-guardian
or conservator/co- conservator is being sought); and to perform the duties set
forth in Tenn. Code Ann. §34-1-107(d).

Health Care Clearinghouse: A public or private entity that processes or
facilitates the processing of health information received from another entity

Health Care Provider: A provider of medical or health services and any
other person or organization who furnishes, bills, or is paid for health care in the
normal course of business.

Health Information: Any information, including genetic information, whether
oral or recorded in any form or medium, that: (1) is created or received by a
health care provider, health plan, public health authority, employer, life insurer,
school or university, or health care clearinghouse; and (2) relates to the past,
present, future physical or mental health condition of an individual; the provision
of health care to an individual; or the past, present, or future payment for the
provision of health care to an individual.

Health Oversight Agency: An agency or authority of the United States, a State, a
territory, a political subdivision of a State or territory, or an Indian tribe; or a
person or entity acting under a grant of authority from or contract with
such public agency, including the employees or agents of such public agency or
its contractors or persons or entities to whom it has granted authority, that is
authorized by law to oversee the health care system (whether public or
private) or government programs in which health information is necessary to
determine eligibility or compliance, or to enforce civil rights laws for which
health information is relevant.

Health Plan: An individual or group plan that provides or pays the cost of medical
care.
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Individually Identifiable Health Information: Information that is a subset of health
information, including demographic information collected from an individual, and
(1)is created or received by health care provider, health plan, employer, or health
care clearinghouse; and (2) relates to the past, present, future physical or mental
health or condition of an individual; the provision of health care to an individual;
or the past, present, future payment for provision of health care to an individual;
and that information identifies the individual; or with respect to which there is a
reasonable basis to believe the information can be used to identify the individual.

Law Enforcement Official: an officer or employee or an agency or authority of
the United States, a State, a territory, a political subdivision of a State or territory,
or an Indian tribe, who is empowered by law to investigate or conduct an official
inquiry into a potential violation of the law; or prosecute or otherwise conduct a
criminal, civil, or administrative proceeding arising from an alleged violation of
law.

(Legal) Custodian of a Minor Child: A person, other than a parent or legal
guardian, who stands in loco parentis to the child or a person to whom temporary
legal custody of the child has been given by order of a court.

Legal Representative: A legal representative can be one of the following:

1.25.1:  The conservator of a service recipient or former service recipient;

1.25.2:  An attorney in fact for a service recipient or former service
recipient under a power of attorney who has the right to
make disclosures under the power;

1.25.3: A parent of a minor child service recipient or former service
recipient;

1.25.4: A guardian of a minor child service recipient or former service
recipient;

1.25.5: A legal custodian of a minor child service recipient or
former service recipient;

1.25.6: A guardian ad litem of a service recipient or former service
recipient for the purposes of the litigation in which the guardian
ad litem serves,

1.25.7: The treatment review committee for a service recipient who
has been involuntarily committed;

1.25.8: The executor or administrator (sometimes referred to as
“personal representative”) of the estate of a deceased service
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recipient;

1.25.9: A temporary caregiver of a service recipient under Tenn. Code
Ann. §34- 6-302; or

1.25.10: The guardian of a service recipient or former service recipient
as defined in the Uniform Veteran’s Guardianship Law at Tenn.
Code Ann. §34-5- 102.

1.25.11: Please note that a care giver (also care provider), as defined in
Tenn. Code Ann. §§ 37-5-501(1) and 71-3-501(1), is not
included as a “legal representative”. By definition, a care giver
(also care provider) is a person or persons, an entity or
entities, responsible for providing for th supervision,
protection, and basic needs of a child, mostly with respect to
child care agencies and children’s services programs. A care
giver is not authorized to act as a legal representative of a
DMHDD service recipient.

Limited Data Set: PHI that excludes the following direct identifiers of the
individual or relatives, employers, or household members of the individual:
names; postal address information other than town or city, state and zip
code; telephone numbers; fax numbers; electronic mail addresses; social
security numbers; medical record numbers; health plan beneficiary numbers;
account numbers; certificate/license numbers; vehicle identifiers and serial
numbers, including license plate numbers; device identifiers and serial numbers;
Web Universal Resource Locators (URLs); Internet Protocol (IP) address
numbers; biometric identifiers, including finger and voice prints; and full face
photographic images and any comparable images

Minor Child: A child is defined at Tenn. Code Ann. (TCA) §33-1-101 as
a person under eighteen (18) years of age BUT SEE TCA §33-8-202 that states
if a child with serious emotional disturbance or mental illness is sixteen (16)
years of age or older the child has the same rights as an adult with respect to,
among other things, confidential information; AND SEE TCA §33-3-104 that
lists a service recipient sixteen (16) years of age and over as one of the
persons authorized to consent to disclosure of confidential information.

Organized Health Care Arrangement (OHCA): A clinically integrated health care
setting in which service recipients typically receive care from more than one
health care provider. Also, an OHCA is a system in which more than one covered
entity participates in a joint arrangement which involves utilization review,
quality assessment, and improvement activities or payment activities.

Protected Health Information (PHI): Individually identifiable health information
which is information transmitted by electronic media; maintained in electronic
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media; or transmitted or maintained in any other form or medium. See definition
for individually identifiable health information above.

Psychotherapy Notes: Notes recorded (in any medium) by a health care
provider who is a mental health professional documenting or analyzing the
contents of conversation during a private counseling session or a group,
joint, or family counseling session and that are separated from the rest of the
individual's medical record. Psychotherapy notes exclude medication
prescription and monitoring, counseling session start and stop times, the
modalities and frequencies of treatment furnished, results of clinical tests, and
any summary of the following items: diagnosis, functional status, the
treatment plan, symptoms, prognosis, and progress to date.

Qualified Mental Health Professional (QMHP): For purpose of this policy, a
person who is licensed in the state and is a psychiatrist; physician with expertise
in psychiatry as determined by training, education, or experience; psychologist
with health service provider designation; psychological examiner, or senior
psychological examiner; licensed master’s social worker with two (2) years of
mental health experience or licensed clinical social worker; marital and family
therapist; nurse with a master’s degree in nursing who functions as a psychiatric
nurse; professional counselor; or if the person is providing service to service
recipients who are children, any of the above educational credentials plus mental
health experience with children.

Qualified Protective Order: An order of a court, or a stipulation by the parties, that
prohibits the parties from using or disclosing PHI for any purpose other than the
litigation or proceeding for which such information was requested; and requires
its return to the TDMHSAS or the RMHI, as applicable, or the destruction of PHI
(including any copies), at the end of litigation or proceeding.

Service Recipient: A person who is receiving service, has applied for service, or
for whom someone has applied for or proposed service because the person has a
mental illness, serious emotional disturbance, or a developmental disability.

Removable Media: any medium that can electronically store data but is not a
resident component of a workstation. This includes, but is not limited to, items
such as diskettes, CD-ROM, memory sticks, flash drives, and zip drives.

Regquired by Law: a mandate contained in law that compels an entity to make a
use or disclosure of protected health information and that is enforceable in a court
of law. Required by law includes, but is not limited to, court orders and court-
ordered warrants; subpoenas or summons issued by a court, grand jury, a
governmental or tribal inspector general, or an administrative body authorized to
require the production of information; a civil or an authorized investigative
demand; Medicare conditions of participation with respect to health care
providers participating in the program; and statutes or regulations that require the
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production of information, including statutes or regulations that require such
information if payment is sought under a government program providing benefits.

Unsecured Protected Health Information: Protected health information that is
usable, readable, and decipherable to unauthorized persons through the use of a
technology or methodology specified by the Secretary of the Department of
Health and Human Services in the guidance issued under §13402(h)(2) of Public
Law 111-5.

User: a member of the workforce operating a computer, a person or entity with
authorized access.

Workforce: Employees, volunteers, trainees, and other persons (i.e. contract
employees from staffing agency or other entity) whose conduct, in the
performance of work for a covered entity, is under direct control of such entity,
whether or not they are paid by covered entity. OR employees, contractors,
volunteers, trainees, and other persons whose conduct, in performance of work for
a covered entity, is under the direct control of such entity, whether or not they are
paid by covered entity.

Workstation: an electronic computing device and electronic media stored in its
immediate environment, for example, a laptop or desktop computer, or any other
device that performs similar functions.

Other Considerations:
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